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IN THE CLAIMS: 




The following is a complete listing^ the pending claims; 
L (currently amended) A method of decrypting data stored on a storage medium using an 
encryption/decryption core embedded on a data storage engine, the method comprising: 
generating an internal key using the data storage engine; 
r e tri e ving a medium Icoy stored on the r^torago medium using tho intomal k eyj 
generating a combination key by combining a fte medium key with the intemal key; 

and 

decrypting a first portion of data stored on the storage medium using said first 
combination key. 



2. (currently amended) The method of Claim I JSirther comprising vvhr-rnia the rctric--ing a 
medium key stored oi>th e Jtorago modium fnrthor comprisoG : 

decrypting a master media ke y; and 
generating the medium key &om the master media key[;] , 

3. (original) The method of Claim 1 wherein the intemal key is generated by a pseudo-random 
number generator. 

Claims 4 through 5 (cancelled) 

6. (original) The method, of Claim 1 wherein the combination key is generated by combining 
the iriteroal key with the medium key in an exclusive OR fimctiou. 
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1. (curreixtly amended) The method of Claim 1 wherein the first portion is decrypted using 
triple DES for two keys, wherein a first key is the combination key and a second key is an 
additional internal key. 

8. (currently amended) The method of Claim 2 wherein the pluralitTr of mediuta Icey[3] 
comprises a mastered system area key, a writable system area key, and a file system 

j information key. 

9. (cuiTentIy amended) The method of claim i 3- further comprising: 
generating an additional internal key, 

10. (currently amended) The method of Claim 9 wherein: 
tfao plurality of medium koyo comprisoG a magtorod system area key; 
the first portion of data comprises mastered data; 

generating a combination key further comprises combining the mastered system area 
key with the internal key in an XOR function; and 

decrypting the first portion further comprises using triple DES with two keys, wherein 
the first key is the combination key and the second key is the additional internal key. 

1 1 .(currently amended) The method of Claim 9 wherein: 

tho plurality of medium keys compris e s a i i TOtabl e system oroa key; 
the first portion of data comprises unmastered data; 

generating a first combination key further comprises combining the writable system 
I area key with the internal key in an XOR function; and 
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decrypting the first portion further comprises using triple DES with two keys, wherein 
the first key is the combination key and the second key is the additional internal key,. 

12. (currently amended) The method of Claim 0 further comprising: 

storing a second portion of data on said immastered area; and 
encrypting the second portion of data using single DES, wherein the key is the 
combination key. 

13. (currently amended) The method of Claim 9 wh e rein the plurolit)^ of modium 4eey& 
compris es a filo syst e m iofonnation kQ}^^ tho method further comprising: 

generating an additional combination key by combining the file system infonnation 
key with the internal key in an XOR function; 

decrypting a file system stored on the storage medixmi using the internal key; 

decrypting a second portion of data using triple DES with a first and a second kev *vv=©- 
keys, wherein the first key is tho sooond an additional combination key and the second key is 
the additional internal key, the second portion comprising a plurality of file pointers linking 
^ a file system and the first portion of data. 



14. (currently amended) A method of decrypting data using a data storage engine comprising 
a data buffer and an application specific integrated circuit f ASIC^ A SiG. the ASIC having an 
encryption/decryption engine and a pseudo-random number generator, and the data being 
stored on a storage medium, the method comprising: 

generating a plurality of internal keys using the pseudo-random number generator; 
decrypting a master media key and a directory structure coiresponding to a first 
portion of the data using at least one internal key; 

-6- AppL No.: 09/583,452 

PAGE 9/15 * RCVD AT 3/24/2004 6:58:42 PM [Eastern Standard Time) * SVR:USPT0-EFXRF-1/1 * DNIS:8729306 ' CSID:9497527049 * DURATION (mm-ss):04-14 




MAR. 24. 2004 4:00PM MACPHERSON KWOK CHEN * NO. 335 P. 10 

generating a plurality of medimn keys from the master media key; 
generating a plurality of combination keys from the plurality of medium keys and the 
pixxrality of internal keys; and 

decrypting a first portion of the data using a first combination key from the plurality of 
combination kevs . 




15. (original) Tlie method of Claim 14 wherein the pseudo-random number generator 
comprises a logical feedback shift register, and wherein "generating a plurality of internal 
keys" further comprises: 



seeding the logical feedback shift register \vith a seed stored in the ASIC. 

16. (original) The method of Claim 14 further comprising: 

decrypting a plurality of file pointers linking the directory structure to the data using a 
second combination key, wherein the plurality of decrypted file pointers is stored within the 
ASIC, 

17- (original) The method of Claim 14 further comprising: 
encrypting said first portion, 

1 8. (original) The method of Claim 17 wherein: 

said decrypting a first portion of data further comprises decrypting using triple DBS 
with two keys, wherein a first key is the first combination key and the second key is a first 
internal key; and 

said encrypting further comprises encrypting using single DES, wherein the key is a 
second internal key, 
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19. (origmal)Themethodof Claim 17 fixrthercomprism^ 

decrypting a second portion of the data using a second combination key, wherein the 
first portion comprises mastered data and the second portion comprises data saved by a user. 

20. (original) A method of encryptmg data stored on a storage medium using an 
encryption/decryption core embedded on a data storage engine, the method comprising: 

generating a plurality of internal keys using the data storage engine; 
decrypting a master media key stored on the storage medium using at least one of the 
plurality of intemal keys; 

generating a plurality of medium keys from the master media key; 

generating a first combination key by combining a medium key with an internal key; 

encrypting a first portion of data using said first combination key; 

storing the first portion on the storage medium. 

21. (original) The method of Claim 21 wherein encrypting a first portion further comprises 
encrypting using single DES. 

Clgims_22 through 25 (withdrawn) 
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